/\ FOREIGN ASSETS CONTROL REGULATIONS
AND THE INSURANCE INDUSTRY

U.S. insurance carriers, responding to the foreign needs of clients, routinely offer
international insuranceto their domestic clients. U.S. insurersform allianceswith
foreign companiesto gain footholdsin countrieswhere client basesarerapidly ex-
panding. U.S. underwritersdramatically increasetheir involvement inlucrativein-
ternational reinsurance markets. Everywhere you turn traditional barriers, aswell
as protections, are faling.

As we approach the 21st Century, it is critical that the insurance industry gain a
better understanding of the economic sanctions and embargo programs of the
United States. The programs are afront line defense against foreign threats to our
national safety, economy, and security. Libya, Irag, Sudan, the Federal Republic of
Y ugoslavia/Serbia, the Taliban in Afghanistan, and Cuba are al the focus of
full-fledged trade embargoes, including the blocking of assetsin U.S. jurisdiction.
There are restrictions on imports from North Korea; on imports from and exports
of goodsand servicesto Iran; importsof diamondsfrom and exportsof arms, petro-
leum, petroleum products, mining equipment and services, motorized vehicles,
watercraft, and aircraft and aircraft partsto the UNITA factionin Angola (aswell
asproviding insurance, or paying new claims against pre-existing policies, cover-
ing any aircraft owned or controlled by it); imports of goods, technology, or ser-
vicesproduced or provided by foreign personsdesignated by the Secretary of State
who promotethe proliferation of weapons of mass destruction; thereceipt of dona-
tionsintheform of giftsor charitable contributionsfrom the governmentsof Syria
or North Korea; new investment in Burma (Myanmar); and prohibitions against
transactions with designated international narcoticstraffickers, terrorists, and for-
eign terrorist organizations.

B OFAC

The U.S. Treasury Department’ s Office of Foreign Assets Control (“OFAC”) ad-
ministers and enforces sanctions policy, based on Presidential declarationsof “na-
tional emergency,” under nine basic statutes: the Trading With the Enemy Act, 50
U.S.C. App. 88 1-44 (“TWEA"); the International Emergency Economic Powers
Act, 50 U.S.C. 88 1701-06 (“IEEPA”); the Iragi Sanctions Act, Pub.L. 101-513,
secs. 586-586J, 104 Stat. 2047—55 (“1SA™); the United Nations Participation Act,
22U.S.C. §287c(“UNPA"); the International Security and Devel opment Cooper-
ation Act (“ISDCA"), 22 U.SC 2349 aa-8 and -9; the Cuban Democracy Act
(“CDA"), 22 U.S.C. § 6001-10; the Cuban Liberty and Democratic Solidarity
(LIBERTAD) Act, 22 U.S.C. 6021-91; the Antiterrorism and Effective Death Pen-
alty Act (enacting 8 U.S.C. 219, 18 U.S.C. 2332d, and 18 U.S.C. 2339B), and the
Foreign NarcoticsKingpin Designation Act, 21 U.S.C. 1901-1908,8U.S.C. 1182.
All U.S. citizens and permanent residents, companies|ocatedinthe U.S., overseas
branches of U.S. companies and, in the case of the Cuba and North Korea pro-
grams, overseas subsidiaries of U.S. companies, come under OFAC jurisdiction.
All U.S. insurance companies, and U.S. citizens and permanent resident aliens
who are employees, officers, or directors of U.S. or foreign insurance companies
need to be aware that they may be held accountable for sanctions violations. De-
pending on the program involved, criminal violations of the statutes administered
by OFAC canresultin corporate and persond finesof upto $1 millionand 12 years
injail. OFAC aso has authority to impose civil penalties. In the case of Irag sanc-
tions, civil penalties of up to $275,000 per count are authorized.

OFAC doesissuelicensesfor certain types of transactions, such asthe sale of food
or medicineto targeted countries. Asageneral rule, U.S. insurersareauthorizedto
insurelicensed shipments, but shoul d request acopy of the shipper’ sOFAClicense
prior to agreeing to any transaction.

B Specially Designated Nationals

U.S. sanctions go beyond the borders of target countries. OFAC hasidentified and
named numerous foreign agents and front organizations, as well asterrorists, ter-
rorist organizations, and narcoticstraffickers, as* Specially Designated Nationals
and Blocked Persons,” with a master list containing over 5,000 variations on
names of individuals, governmental entities, companies and merchant vessels lo-
cated around theworld. To assurethat illicit transactionsinvolving target countries
and Specially Designated Nationals are not processed, fundstransfer departments
inmost U.S. banksaswell as major corporations which are not banks have turned
to sophisticated “interdict” software to block questionable transactions automati-
cally. Someof thefilterscontain every nameon OFAC'slist along with geograph-
ical names for embargoed countries and cities.

B Blocked Personsand Contracts

U.S. underwriters, brokers, agents, primary insurers, and reinsurers and U.S. citi-
zen employees of foreign firms in the insurance industry are prohibited from en-
gaging in transactions not licensed by OFAC that in any way involve:

« Individuas, entities, or vessels appearing on OFAC's Specially Desig-
nated Nationals and Blocked Persons list;

Governmental entities and officials of Libya, Irag, Sudan, Cuba, Serbia,
and the Federa Republic of Yugoslavia (Serbia & Montenegro);

¢ The Tdiban in Afghanistan;

¢ Companieslocated in Cubag;

« Companies, wherever located, organized in or controlled from Cuba;
« Individuals, regardless of citizenship, currently residing in Cuba;*

« Cuban citizens, wherever located (except those legally residing in the
United States, or unblocked by OFAC licensg).*

All property, including insurance contracts, inwhich thereisadirect or indirectin-
terest of any of the aboveis considered blocked or “frozen”. Premium payments,
policy loan interest payments, and repayments of policy loans related to blocked
insurance contracts must be credited to an interest bearing blocked account estab-
lished onthebooksof aU.S. financial institution. Proceedsdue under blocked poli-
ciesmay not be set-off against past due palicy receivablesor other claimsand must
also be paid into an interest bearing blocked account. Rightsin blocked policies
may not betransferred without authorization from OFAC—changing abeneficiary
or assigning or pledging aninsured’ sinterest under ablocked policy would be con-
sidered illegal transfers involving blocked property under OFAC jurisdiction.
Blocked policiesand policy payments must be reported within 10 daysto OFAC's
Compliance Programs Division by fax at 202/622-1657.

Thefollowing are examples of insurance transactions which would be prohibited
or blocked because of the interest of ablocked person:

« A health insurance policy issued to a citizen of Cuba;

« A lifeinsurance policy naming aresident of Havana, Cuba as beneficiary;



An aviation policy, issued to a nonblocked foreign airline, which names
the Arab Bank for Investment and Foreign Trade, Abu Dhabi, a Specially
Designated National of Libya, as an additional insured because the bank
holds a mortgage on the aircraft;

A marine hull policy covering potential damage to the Sky Sea, a Hondu-
ran-flag merchant vessel which has been named as a Specially Designated
National of Irag;

A cargo policy in which Valleta Shipping Corp. of Panama, a Specialy
Designated National of Cuba, isanamed insured;

A liability policy covering the pharmaceutical operations of Laboratorios
Blanco Pharma S.A. of Bogota, Colombia, which has been named as a
Specially Designated Narcotics Trafficker;

A reinsurance contract for policies underwritten in whole or in part by the
Arab Commercia Insurance Company of the Channel 1slands, a Specially
Designated National of Libya;

Return of a premium overpayment to a Cuban resident in France.

* Note: Provided that any proceeds and other payments to blocked per-
sons are paid into blocked accounts, insurance firms are authorized by
general license (1) to continueto receive premiumsand interest on policy
loans with respect to blocked life insurance policiesissued to Cuban na-
tionalsprior to sanctions, (2) toissue, serviceand transfer blocked lifein-
surance policies covering thefollowing categories of personsresidingin
Cuba: members of the U.S. armed forces; persons accompanying U.S.
armed forces, including personnel of the American Red Crossand similar
organizations; officers and employees of the U.S. government; and U.S.
citizensresiding in Cuba, and (3) to issue, service and transfer blocked
lifeinsurance policiesin which the only blocked interest (other than that
of aperson described in (2) above), isthat of a Cuban beneficiary. These
transactions are more specifically described in OFAC regul ations, which
should be reviewed prior to entering into any of these transactions. Spe-
cific licenses may beissued on acase by case basisto authorize payment
of proceeds on blocked lifeinsurance policiesissued on thelife of a Cu-
ban national where an unblocked beneficiary can meet certain tests and
documentation reguirements.

W |llegal Facilitation and Other Prohibited Services

Whether or not ablocked personisinvolved, U.S. persons may not beinvolved in
insurance transactions that would in any way facilitate:

« Imports and exports of goods and services to and from, and commercia
activity in, Libya, Iran, Irag, Sudan, Cuba, Serbia, and Taliban-controlled
areas of Afghanistan;

« Shipments of Iranian, Iragi, Sudanese, or Cuban origin goods, or goodsin
which the government of Libya has an interest (such as Libyan crude ail);

« Exports of arms, arms materiel, petroleum, petroleum products, aircraft or
aircraft components to UNITA or unapproved locations in Angola; ex-
ports of mining equipment, motirized vehicles, watercraft, spare parts for
motarized vehicles or watercraft, mining services, or ground or
waterborne transportation services to unapproved locations in Angola; or
imports of uncertified diamonds from Angola.

Imports of goods, technology, or services produced or provided by for-
eign persons designated by the Secretary of State who promote prolifera-
tion of weapons of mass destruction.

The following are examples of insurance transactions that, while not necessarily
blocked, would violate U.S. sanctions law because they would involve the provi-
sion of prohibited services:

« A property insurance policy written for an international hotel chain which
covers hotelsin Tehran, Iran;

¢ A marine cargo or “goods in transit” policy insuring a shipment of Iranian
crude oil shipped from Egyptian ports to a Spanish buyer;
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« Anaviation liability policy known to cover scheduled stopsin Havana,
Cubaby aforeign air carrier;

A liability policy covering a private oil exploration company’s operations
inLibya;

Arbitration or settlement of claims of the National Bank of Yugoslavia
arising in 1995.

A liability policy covering a UNITA-owned aircraft, or an aircraft that has
flown into Angola other than through a designated port of entry.

Although no blocking provisions apply with regard to Iranian policies, exports of
servicesto Iran are prohibited. Thus, firmsmay no longer issue or service policies
benefiting the Government of Iran, or individualsor entitieslocated in Iran. At the
request of policy holders, U.S. firms may close out Iranian policies by effecting a
one-time lump sum transfer of accumulated dividends, cash surrender values, etc.
to account holders.

Insurance companies should not engage in transactions with respect to an existing
policy which has been discovered to cover or facilitate an unlicensed prohibited
commercial activity or otherwise constitute anillegal export of aservice, whether
or not the policy involves ablocked property interest. In no case shouldaU.S. in-
surance company pay aclaim under or otherwise service such aviolative policy
without first contacting OFAC for a specific license, which may or may not be
granted depending on the circumstances.

Recently, afive-figure claim payment due from a U.S. underwriter was stopped
enroute to a U.S. broker’s account. The payment was interdicted electronically
whenit reached thewireroom of aU.S. bank becausethe payment referenced Tri-
poli Loss.” Boththebroker and theU.S. underwriter involved intheunderlying re-
insurance contract are at risk for having issued a policy and processed a claim
without an OFAC license covering a foreign insured’s worldwide operations,
which include commercia activity in Libya.

It should al so be noted that the Terrorism List Governments Sanctions Regul ations
whichimplement section 321 of the Antiterrorism and Effective Death Penalty Act
of 1996, Pub.L. 104-132, prohibit U.S. persons from receiving unlicensed dona-
tionsintheform of giftsor charitable contributionsfrom the governmentsof Syria
or North Koreaand from receiving atransfer from them with respect to which the
U.S. person knows or has reasonable cause to believe that the transfer poses arisk
of furthering terrorist actsin the United States.

B Limit Your Exposure!

Before committing your company toinsurancerisk, examine applications, propos-
als, slipsand any other documentsavailablefrom prospectiveclientsand their bro-
kers for clues of possible sanctions exposure. Are any parties involved in the
contract (named insureds, underwriters, brokers, etc.) currently considered
“Blocked Persons?’ If so, decline the business. Could potential losses involve
property located in, goods originating from or destined for, or personsor commer-
cial activity intarget countries? Again, declinethe business or structure the policy
to exclude risks within the geographical limits of embargoed countries and |osses
related to prohibited business involving those countries. Make sure your foreign
associatesfully understand therestrictionsunder which you, asaU.S. person, must
operate. U.S. underwriters should communicate their sanctions constraints to the
foreign brokerswith whom they regularly deal . Before entering into asyndicate or
pooling arrangement, makeit clear to theforeign membersthat youwill not beable
to participateinrisksthat would exposeyour firmto sanctionsviolations. Let inter-
national clientsknow that they must seek coverage el sewherewith regard to “ sanc-
tions-sensitive” itemsand factor the possibility of sanctionsinto your international
political risk analyses.
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B Reinsurancelssues

U.S. underwritersin the international reinsurance market face greater compliance
challenges as they enter into complex arrangements which may place them con-
tractual layers away from primary insurance contracts. Again, good communica
tion iscritical. Make sure that ceding insurers and their brokers understand your
responsibilities with respect to U.S. sanctions law.

When approached with a facultative reinsurance placement, which would cover a
specific risk under anindividual policy, U.S. reinsurers should scrutinize slipsand
proposals as they would a primary insurance placement and decline business in-
consistent with U.S. sanctions law.

Even greater caution should be exercised before entering into areinsurance treaty,
under which a U.S. reinsurer agrees to automatically cover a predetermined por-
tion of all risks written by the ceding insurer that would satisfy a treaty’s broad
terms. If such treaties do not include appropriate geographical limit clauses and
other exclusionsthat would isolate the reinsurer from obligations that would vio-
late U.S. sanctions law, in the absense of an OFAC license, the insurer could be
subject to penalties.

B Banking Issues

Even though a policy may have passed scrutiny for possible OFAC blocked inter-
ests or OFAC violations, insurance companies should not forward premiums or
claims settlements to accounts at foreign banks without first checking the bank’s
name against OFAC's Specially Designated Nationals and Blocked Persons list.
Consider this— afundstransfer initiated by aU.S. insurance company in favor of
an unblocked foreign broker’s account at the Arab Turkish Bank in Istanbul Tur-
key, for example, would likely befrozen beforeit leavesthe U.S. banking system;
the funds may not be returned and the U.S. insurance company could be liablefor
civil penaltiesfor having merely initiated thetransfer in favor of abank which has
been identified as a Specially Designated National of Libya.

Bl Ongoing Compliance

It may be hel pful for your firmto designatea“ Compliance Officer” responsiblefor
monitoring compliance with OFAC programs. Internal auditing departments can
assist in the development of a corporate compliance policy and verification that
procedures, once established, are being followed. An effectiveinternal communi-
cation network iscritical for regulatory compliance. Firms might consider includ-
ing regulatory notices and explanationsin staff newsletters. Compliance training
programs will help prevent violations. Other useful measures would include re-
viewing regulationsin staff meetings, incorporating compliance requirementsinto
operating procedures, and sponsoring industry compliance seminars.

The economic sanctions programs of the U.S. Government are powerful foreign
policy tools. Their success requires the active participation and support of every
U.S. citizen. Protect your firm’ sbottom line from civil penalties and its reputation
from the damage that could result from unpaid claimson ablocked or violativein-
surance contract—don’t open your doors to OFAC targets; stay abreast of U.S.
sanctions law. When in doubt about a specific insurance proposal or existing pol-
icy, or when in need of additional information, contact OFAC’s Compliance Divi-
sion at 202-622-2490. OFAC aso hasaMiami branch office (909 Southeast First
Avenue, Suite 735A) withaspecial bi-lingual hotlinerelatingtoinformation onthe
Cuban embargo; that hotline number is 305/810-5170.

B Staying Up-to-Date

Whenever thereisan update to any OFAC regulation, an addition or removal of an
SDN, or any other announcement from OFAC, the information is quickly made
available electronically viamany different sources.

All of OFAC'’s program “brochures,” as well as SDN information, are available
free in downloadable camera-ready Adobe Acrobate “*.PDF’ format over the
Treasury Department’s World Wide Web Server. OFAC’'s Home Page site is
<http://www.tr eas.gov/ofac>. The Page also contains a self-extracting ASCII
fileof the SDN listin DOS, delimited, fixed-field, and country-specific versions, a
free Adobe Acrobat Readere to view and print “*.PDF" files, access to all
OFAC-related Executive Orders, U.N. Resolutions, statutes, regulations, and the
Code of Federal Regulations as well as to brochures in ASCII format, and to
OFAC' sextended el ectronic information reading room at GPO (FAC_MISC). All
of OFAC's"“forms,” includingits Annual Report on Blocked Property, Cuban Re-
mittance Affidavit, and license application are electronically available on the site.
Whenever thereisachangein any of the dataon OFAC’ sHome Page, the[ DATE]
changes on the face of the Page; users can automate their compliance by structur-
ing their Internet connection to use a Web browser to watch for that date change,
check a “What's new?’ file to get the details about changes, and download
OFAC's latest information. There is also a separate date-indicator for OFAC's
SDN list.

OFAC operates a free automated fax-on-demand service, which can be accessed
24 hours a day, seven days aweek, by dialing 202/622-0077 from any touchtone
phone and following voice prompts. OFAC documents kept up to date on the sys-
tem include program and general brochures, listings of Specially Designated Na-
tionals and Blocked Persons, including changes to the listings, licensing
guidelines, and Federal Register notices (even thosefiled but not yet printed in the
Federal Register). The “Index of Available Documents” is date-specific.

Thefree Federal Bulletin Board of the U.S. Government Printing Office, whichis
linked to the Federal Register and Code of Federal Regulations, carriesall OFAC
brochuresin ASCI| and Adobe/Acrobat “* .PDF” format, aswell astheentire Code
of Federal Regulations containing OFAC regulations, all Federal Register notices
that OFAC putsout, and OFAC’ sextended el ectronic reading room. For informa-
tion onthe Federal Bulletin Board call 202/512-1530 or dial 202/512-1387 to con-
nect. The information is also available over the Internet via GPO ACCESS at
<<fedbbs.access.gpo.gov>>.

The U.S. Commerce Department operates a monthly subscription CD-Rom ser-
vice (the National Trade Data Bank) with OFAC data in ASCII format (cal
202/482-1986 for information). The U.S. Maritime Administration’'s Web site at
<<http://marad.dot.gov>> contains aspecial link to OFAC’ s brochures and infor-
mation, including aflashing indicator of |ate-breaking updates. TheU.S. Customs
Servicea so maintains afree Customs Electronic Bulletin Board geared especially
toward Customs House Brokers (OFAC’ sinformation is available as a date-spe-
cific self-extracting DOS file, “OFAC*.EE” under “Files,” then “Customs Ex-
tral,” via the Internet at <http://209.122.8.97> or “cebb.customs.treas.gov”).
Numerous other industry groupslink to OFAC’ swebsite, among them: the Inter-
national Financia Services Association (<http://www.intlbanking.org>), the In-
ternational Banking Operations Association (<http://www.iboa.com>), the
National Association of Securities Dealers (<http://www.nasdr.com>), the
Securites and Exchange Commission (<http://www.sec.gov>), the Securities In-
dustry Association (<http://www.sia.com>), the American Society of Travel
Agents (<http://www.astanet.com>), the Institute of Real Estate Management
(<http://www.irem.org>), and the Commercial Investment Real Estate Ingtitute
(<http://www.cre.org>).
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